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Abstract We have identified several separate delays during
handovers in MIPvE[2], the largest of which is the

Fast IPv6 Address Configuration is pivotal to the unil:OIOOnjs delay éegqu:d tt.o cotnf‘l(gur(te a ne}/v ad%res?. Tthe
fication of mobile Internet and mobile telephony sefj—e ay IS caused by the ime taken to perform Luplicate

vices. We describe the standard method for IPv6 d%gdress Detection (DAD).

dress Configuration and examine its drawbacks, identifyThiS paper describes the process of DAD, compares
the current alternatives and their flaws and suggest tye features of some existing methods of reducing this

new methods of Duplicate Address Detection Wthﬂj}ob|em and presents two novel methods we have de-
perform Address Configuration more quickly. veloped to eliminate DAD delay.

1 Introduction 1.1 Duplicate Address Detection

The recent trend towards ubiquitous, mobile InternBv6 nodes can statelessly autoconfigure their own ad-
access encourages unification of packet and telepheiigsses on a network, based on information sent by the
networks to minimize duplication of infrastructure antPv6 router of that network[c]. When a node wishes
increase resource utilization. In such a future unifidd create a new address on an interface, it combines the
network, voice calls would be carried over IPv6 flows)etwork prefix obtained from the router with a suffix
with Mobile IPv6[9] (MIPv6) providing handovers to generated from its 64-bit Interface Identifier. The In-
support mobility. At present, however, MIPv6 doeterface Identifier can be either obtained from the inter-
not provide sufficient performance to allow unobtrusiviace hardware, 15| (eg: a MAC address) or generated
handovers of voice calls from one cell to another.  randomly[L4]. This new, untested address is referred
to as a ‘Tentative Address’ (TA). The node joins the

MIF.)V6 .buiﬁs upo:orge IF;\1/6 sta;da;}r_di t?] allow hOISEFppropriate solicited-node multicast group for this ad-
to maintain aHome resgnrough which they are a" dress, then sends a Neighbour Solicitation (NS) to the

ways reachable, while using a changabigre-of Ad- ta |t the TA is already in use by another node, that

dressto connect to the Internet. ) In dgmg SO It US€Sh e will reply with a Neighbour Advertisement (NA)
the router discovery and autoconfiguration meChan's%ending the TA

available in IPv6L5, 16]. These mechanisms were de-

signed for initialization, configuration and centralized Once it has sent the NS, the node waits Re-
management of fixed Internet hosts, and do not provittensTimermilliseconds to see if a defending NA is
sufficient performance for use in applications whefferthcoming, and this solicit-and-wait process is re-
short handover times are necessary. peatedDupAddrDetectTransmitéimes. The default



value ofRetransTimeis 1000ms and by default the pro- The advantages to this approach are that there is no
cess is only done once, resulting in a delay of 1000nt&ntral server to be configured, and no centralized state
During this time, the node cannot correspond on thebe lost, and a router reset will therefore not invalidate
address other than to send NSs and listen for NAs. all addresses on the network.

router can request a smallBetransTimeron its net-
work, however the 1000ms default is still used for DAD ) A :
on the Link Local address. If the node does receivengdes defending’ their addresses, and there is no pos-

defending NA while the address is tentative, it deco'ry—Ve acknowledgement to sayes, you can have that

. .~ —address This means that these strategies are suscepti-
figures the address and does not attempt to use it aggin. . L
e'to packet loss, which may cause a solicitation or a

This procedure provides a reasonable approachdgfence to be lost and thus a collision to go undetected.
checking address uniqueness in situations (such as fiRdgb a configuring node must wait for a set time to al-
installations, or even mobile web-browsing) wherew negative messages to be received rather than receiv-
1000ms is not a significant delay. Obviously, the defaulitg a positive message and continuing immediately.
RetransTimecould be ‘tuned’ down to a more accept-
able value, but the smaller the value the more risk of a
defending NA arriving too late. 1.4 No DAD?

The disadvantage is that these strategies depend on

As the problems of DAD delay have become ap-
1.2 Why DAD? parent, there have been suggestions to skip DAD
' ' altogether[1], or to perform unmodified DAD

. . “asynchronously”l0]. This is not entirely unrea-
There are serious consequences if two nodes do ¢ y y'1a y

) i . ggﬁable, especially for well-distributed addresses such
figure thg same address. The Ne|ghb9ur Dlscoﬂﬂy[ as Cryptographically Generated Addres&gspr ad-

: Ytesses generated from well-distributed random suf-
will not cause the network to become unstable. Ho xes.

ever, artifically induced collisions on our testbed net-

work indicate that, if the collision is undetected, the col- However, as discussed above, an undetected address
liding nodes will ‘fight’ for the address. Both nodes wilcollision will cause significant disruption — it would be
respond to Neighbour Solicitations, and correspondipgeferable to find a solution which maintained the safety
nodes must choose arbitrarily between the responsé®AD but eliminated the delay.

depending on their order of arrival.

Not only will packets not be delivered to the cor - .
rect node, but the colliding node may send negati?e EXIStmg Alternatives
acknowledgements such as TCP resets or ICMP ‘Des-
tination Unreachable’ messages, causing existing cdme following sections outline methods which have
nections to be terminated. As neither node will aut@een suggested as possible improvements to DAD, and
matically deconfigure the address, this could cause éentify possible problems with their design.
tended and difficult to analyse problems, which would

) - , These methods are all ‘stateful’, depending on state
not be easily resolvable beyond the conflicting nodeﬁ . -
local network. eld on a router or server to provide positive acknowl-

edgements that an address is available. Therefore, they
introduce additional dependence on infrastructure, and

. in some cases this may impact upon scalability or relia-
1.3 The problem with DAD bility. yimpactip Y

DAD uses a ‘Stateless’ strategy which attempts to de-

tect duplicate addresses without relying on a centralizddl DHCPV6

server or router to keep track of the state of the network.

Instead, DAD relies on the already configured nodesynamic Host Configuration Protocol for IPv6
cooperate in the DAD process. (DHCPvV6)[] would seem to solve all the problems of



DAD by offering a stateful, server-based method @ New Alternatives
negotiating addresses.

However, communication with a DHCPV6 server reT_he following sections describe two novel techniques

quires that the Mobile Node has already configuré{}fp'ch we havg develop(_ad. We believe they have poten-
a Link-Local address, which as discussed above }ba_l as compatible modifications to DAD, as both meth-

quires the use of standard DAD and thus introducgds reuse standardized signalling, and thus provide in-

the RetransTimerlO00ms delay. Also, standards ret_eroperablhty with unmodified, ‘slow’ nodes.

quire DHCP-assigned addresses to be double-checked
with DAD[16], as the DAD server will be unaware of

nodes which have configured statelessly. This pote31'—1 MLD-DAD

tially increasesDAD latency, as first the Link-Local, _ _ o
and then the Global addresses must clear DAD, ratff¥pen performing standard DAD, nodes first begin lis-
than being able to do both in parallel. As a stateftning to the solicited nodes multicast group appropri-

method, DHCPV6 is dependant on server-stored sta€ to that address. This allows the nodes to hear adver-
reducing the reliablility of the network to that of thdisements of the address, and thus detect address col-

DHCP server. lisions. Therefore, a system that keeps track of which
solicited nodes’ addresses are in use also knows which

For these reasons, we believe that DHCPv6, whilgicast addresses are available.
an appropriate method for providing host configura-
tion information, is not appropriate as a replacement for
DAD. >¢

In order to join this group, the node is requirgo
nd a Multicast Listener Discovery (MLD) Repait[

We propose that to avoid DAD delay, the router(s)
should monitor MLD Reports for the solicited nodes ad-
dresses to determine which addresses are being3}sed[
As periodic updates are required by the MLD protocol,

2.2 A-DAD the router’s state will be kept up-to-date, and can be eas-
ily reconstructed if the router is reset. If the router has

: . seen no evidence of the address being used, it can in-

A new m_ethod for supplying addresses qwckly to "O¥arm the node that the address may be allocated without

ing mobile nodes, called Advance Duplicate Addre

Yirther delay.
Detection (A-DAD)[7], has been proposed. An A-DAD ¢ (o2

capable router supplies addresses to arriving MobileMLD-DAD may only be used on networks where all
Nodes from a pool of addresses which are known devices on the network perform MLD properly, as oth-
be unique on the link. A host can safely configure theywise the router can not be sure of the availability of an
address without performing DAD, as the router has eaddress. However, of the systems we tested, only one
sured it is unique. correctly performed MLD before sending DAD mes-
sages (WinXP), others undertook MLD incorrectly or

In order to provide addresses for this pool, the routgite (Solaris 8, Kame, Usagi) and one didn’t send the

must create addresses based on random suffixes ag¢iiired MLD reports at all (Linux-2.4).

RFC 3041]4] and undertake standard DAD on them.
This means that the router must configure sufficient ad-On Networks where all nodes are known to meet 1Pv6

Node Requirements, MLD-DAD provides a fast and ef-
ficient alternative to DAD.

In addition, the configuring node has no choice as
to what address is provided. Since Secure Neighbour
Discovery (SEND) is likely to rely upon cryptograph3.2  Optimistic DAD
ically generated address&ék[nodes which are depend
on A-DAD rather than generating addresses from thdihe standard DAD strategy can be describejpes-
own private keys will be excluded from Secure Neiglsimistig since it delays all communications until it is
bor Discovery. confident that the new address is not a duplicate.

dressesn advanceo ensure that demands are met.



However, if the address is chosen carefully (eg: usndetected. This makes Optimistic DAD particularly
ing CGA or a well-distributed RNG), the odds of a colsuitable for use on Wireless LAN type networks where
lision are vanishingly smalf]. This suggests that anpacket loss is commohmf].
optimistic strategy, where the node assumes that DAD
will succeed, would be preferable.

We have developed “Optimistic DADI[3] as one
possible implementation of this approach. It bends
the rules of RFC2461/2 to allow communication to be
established over a tentative address, while attemptidg Conclusions
to minimize disruption in the case of collision. We
have designed these changes to maintain interoperabil-

ity with unmodified nodes. . . .
Address Configuration on IPv6 networks requires Du-

For a node to send or receive packets, it muslicate Address Detection because of the severe and
participate in Neighbour Discovery (ND). Howeverpngoing consequences of address collision. Since the
Neighbour Solicitations (NS), Neighbour Advertisedelays associated with the currently standardized DAD
ments (NA) or Router Solicitations (RS) sent from procedures are prohibitive in mobile environments, a
Tentative address risk adverse effects to an exisitingly must be found to perform DAD more quickly.
node in the case of an address collision.

To avoid this problem, Optimistic DAD exploits ex- In th|s_paper we have exammed eX|st|n_g methods
. ; . for reducing DAD delay, and discussed their strengths
isting flags and options in the ND messages. NAs are .
sent with the ‘Override’ bit cleared and NSs and RSs a"jr“ejd weaknesses. In addition, we have presented two

sent without Source Link-Layer Address Options. Thneovel DAD mechanisms which provide interoperable

Optimistic node modifies its ND behaviours to Worg{hancements to DAD, and which we will continue to
- : evelop.

around these restrictions, for example by sending pack-

ets for unknown neighbours via the router. The restric- aull i i il

tions prevent a Tentative address overriding existingiOPefully, our analysis and suggestions will open up

Neighbour Cache entries in the case of a collision, fhew dlrect|o_n in the development of methods for Fast

though it does make the ND process less efficient whigldress Configuration on 1Pv6.

the address is Tentative. Once the DAD timeout has ex-

pired, the address is no longer Tentative, and standard

ND behaviour applies.

In the case of an address collision, the Optimistic
node is unlikely to be able to properly communicate
since its neighbours will not allow it to complete Neigh’-A‘CknOW|edgements
bour Discovery. As soon as the defending NA is re-
ceived it will reconfigure a new address in any case.
There is still a possibility that the collision will cause . ] ) ]
connection loss, but the situation will be rapidly re- ® Thanksto Ahmet Sekerajtu for his help with this
solved, as opposed to the unresolvable problems cause PaPer-
by a collision without DAD.

Optimistic DAD is most suitable for networks on
which the transmission of a few extra messages percons This  work was  supported by the
figuring node is not a Significant issue. In addition, ATcrRc Next Generation Internet project_
because the penalty associated with an address being http: //www.telecommunications.crc.org.au/
Tentative is greatly reduced, a node may elect to probe
more than once for a duplicate address, greatly decreas-
ing the chance of packet loss causing a collision to go
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